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IPv4/6 Migration Mechanisms

Legacy IPv4 only host
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Dual Stack
Use whenever possible

IPv4 and IPv6 in parallel.

IPv6 Client

al Stack Client

IPviient

© 2012 IBM Corporation



Tunnels technologies
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Tunnel IPv6 over IPv4 in the network infrastructure.
Tunnel endpoints statically configured. IPv6 only Host

Tunnel Endpoint

: 6in4 Tunnel
\_»_/
unnel Endpoint

IPv6 Host
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ord

One way for providers to deploy IPv6 without reconfiguring their whole network.
Customer IPv4 address mapped to IPv6 address.

IPv6 Server
IPv6 addresses range will be derived from a part of the customers IPv4 address.
6rd IPv6 | Part of Customer | Subnet Interface ID
Prefix IPv4 Address 1D 64 Bit
Examples: ord
2001:0DB | 198021 |SubnetiD Interface ID Boarder Realy
28 Bit 32 Bit 4 Bit 64 Bit
2001:0DB8 0.2.1 | Subnet ID Interface ID
32 Bit 24 Bit 8 Bit 64 Bit

IPv4

IPv4/6

Dual Stack Host
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ISATAP

Very fast and easy way to connect to the IPv6 network.
Requires support from the client operating system.

Dual Stack Client

IPv6 Server

ISATAP Gateway

Dual Stack Client
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Teredo

Designed to connect through IPv4 NAT firewalls. Basically establishes
a tunnel through the firewall to the internet.

Example Teredo Teredo Server

Mode

IPv6 only Host

. Echo Request to IPv6 only Host

. Forward Echo Request to IPv6 only Host

. Echo Reply to Teredo Client A

. Bubble to Teredo Client via Teredo Server

. Bubble with orgin indication to Teredo Client
. Bubble to Teredo Relay

. Forward Echo Reply to Teredo Client A

. Initial packet to IPv6-only Host

. Forward initial packet to IPv6-only Host

________ + Native IPv6 traffic

CoO~NOOGOR,WN =

Restricted NAT |

—* IPv6 tunneled as an IPv4 UDP message

Dual Stack Clinet
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= CGN/LSN/Nat444 — to extend IPv4 address space
= DS-lite

= Nat64/DNS64

= Nat46/DNS46

= Transport Relay Translation (TRT)

= Stateless IP/ICMP Translation (SIIT)
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CGN/LSN/NAT444
In this use case not related to IPv6

Extends IPv4 address space of providers. Not possible to connect from
the internet to customer network anymore.

Qi‘/

Private Clinet
IPv4 2
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DS-Lite

Extends IPv4 address space of providers. Not possible to connect from
the internet to customer network anymore.

If the customer has IPv6 as
well he will be connected
IPv6 natively to the Internet.

IPv6 Internet IPv4 Server

IPv4
Internet

Provider Backbone

JPv4 over IPv6 Tunnel

Customer
IPv4 Private Address
JPv6 Global Address

<

Dual Stack Host

CGN

Translation from Customers
private IPv4 address to globally
routable IPv4 address.
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To connect from IPv6 to IPV4.

Some gateways also do NAT46 to enable connections from IPv4 to IPV6.

NATGE4
Gateway
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Clinet
DNS64
Gateway
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