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Agenda

• SWITCH-CERT
• IPv4 – aktuelle Situation
• IPv6 Security Hotspots
• 8-Punkte-Plan
• Etwa 300 weitere Slides 
• Diskussion
• Ca. 19 Uhr è Apero
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Welcome to the IPv4 Address Waiting List…

Digital

Transformation

ahead?
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…or buy them from former car dealers
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It is important that the 
possible security implications 
of IPv6 are well understood 
and considered during the 
design and deployment of 
IPv6 networks, rather than 
as an afterthought.

– Internet Society

https://www.internetsociety.org/deploy360/ipv6/security/
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Basic IT Security concept:
“Complexity is the enemy of security”

• less clear / transparent
• bigger attack surface
• higher probability of 

(admin.) errors
• higher probability of bugs
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http://www.networkworld.com/article/2224154/cisc
o-subnet/using-dual-protocol-for-siems-
evasion.html

More IP addresses to monitor and correlate

• Multiple IPv6 addresses per 
interface - plus the IPv4 address in 
a Dual Stack env.

• “Happy eyeballs” leads to 
unpredictable source address 
choice (RFC 6555,8305)

• Certain Mobile devices configure
new IPv6 address each time they
wake up

• IPv6 address notation isn't unique
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Dual Stack and ACLs

Inventory

þ Firewall Management Interface

þ IDS Management Interface

þ Router Management Interface

þ Database Server

þ Backup Database Server

þ Power Station Control System

þ …

Both doors locked?

• IPv4 based Access Control Lists (ACLs) only protect access via IPv4
• Enable IPv6? è Review all your ACLs! è Inventory??
• Maintain ACLs x2 
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IPv6 Blacklists

• IP reputation based Spam block 
lists for IPv6 are tricky:
– difficult for vast IPv6 address space

– Sender can utilize ‘nearly unlimited’ source 
addresses

– Blacklisting of address ranges can lead to 
overblocking
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Chained Extension Headers can 
be complex

IPv6-Header
Next Header = 43 

(Routing)

TCP-Header
& DATA

Routing-Hdr.
Next Header = 44 

(Fragment)

Frgmnt-Hdr.
Next Header = 6 

(TCP)

• The number of EHs is not limited 

• The number of options within an (Hop-by-Hop or 
Destination) Options Header is not limited

• There is no defined order of EHs (only a 
recommendation)

• EH have different formats
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Possible Threats
• High Number of EHs / Manipulation of the EHs (fuzzing)

– evade FW / IPS / RA-Guard
– might crash or DOS the destination system

• Combine EH & Fragmentation to make it worse 
– by putting the attack into many small fragments
– by combination of multiple extension headers and fragmentation so that 

layer 4 header is in 2nd fragment

• Use EH as Covert Channel

Mitigation Options: inspect EH / sanity checks / drop unknown

11
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Homework: Resources on Extension Headers & 
Fragmentation Issues
• Excellent Paper: 
Antonios Atlasis “Evasion of High-End IDPS Devices at the IPv6 
Era”
https://www.blackhat.com/docs/eu-14/materials/eu-14-Atlasis-Evasion-Of-High-
End-IDPS-Devices-At-The-IPv6-Era-wp.pdf

• Tool: chiron
https://github.com/aatlasis/Chiron

• RFC 6980, RFC 7112

12

https://www.blackhat.com/docs/eu-14/materials/eu-14-Atlasis-Evasion-Of-High-End-IDPS-Devices-At-The-IPv6-Era-wp.pdf
https://github.com/aatlasis/Chiron
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ICMPv6 is much more complex than ICMP
Error-Messages (1-127)
1:Destination Unreachable    2:Packet too big (PMTUD)    
3:Time Exceeded (Hop Limit)    4:Parameter Problem

Info-Messages (Ping)
128:Echo Request            129:Echo Reply

Multicast Listener Discovery (MLD, MLD2)
130:Multicast Listener Query     131/143:Multicast Listener Report/2      
132:Multicast Listener Done

Neighbor Discovery (NDP), Stateless 
Autoconfiguration (SLAAC)
133:Router Solicitation   134:Router Advertisement  
135:Neighbor Solicitation (DAD)  136:Neighbor Advertisement 
(DAD) 137:Redirect Message

Other (Router Renumbering, Mobile IPv6, Inverse 
NS/NA,…)  138-153

Filtering ICMPv6 is
more complex

see RFC 4890 (38 
pages)

Several new attack
vectors (local, 

remote)
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Example: MITM-Attack with rogue RA plus 
lifetime 0 clones

Attacker 
forwards 
packets

08:00:27:AA:AA:AA
fe80:a00:27ff:feaa:aaaa
2001:db8:1::a00:27ff:feaa:aaaa
GW: fe80::a00:27ff:fe11:1111
GW: fe80::a00:27ff:fe66:6666

08:00:27:BB:BB:BB
fe80:a00:27ff:febb:bbbb
2001:db8:1::a00:27ff:febb:bbbb
GW: fe80::a00:27ff:fe11:1111
GW: fe80::a00:27ff:fe66:6666

08:00:27:66:66:66
fe80:a00:27ff:fe66:6666
2001:db8:1::a00:27ff:fe66:6666
GW: fe80::a00:27ff:fe11:1111

fe80::a00:27ff:fe11:1111

Internet
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ipconfig taskmgr: CPU load

15
Example: DOS-Attack with rogue RA flooding
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RFC 6104: Different Mitigation Approaches
• Disable RA processing (but it’s needed for DHCPv6)

• Filter on Switch: RA-Guard (can be bypassed using EH)

• Host based filters configured to accept RAs only from valid Router addresses 
(works only in managed environment)

• Deprecation Daemon: Detect incorrect RAs and then in turn send a deprecating 
RA with a router lifetime of zero (not for flooding)

• Partitioning, Microsegmentation or Host Isolation
• DHCPv6-only? No: RA informs about use of DHCPv6

Recommended Tools: 
• https://github.com/vanhauser-thc/thc-ipv6
• https://www.si6networks.com/tools/ipv6toolkit/

https://github.com/vanhauser-thc/thc-ipv6
https://www.si6networks.com/tools/ipv6toolkit/
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Homework for you: which Rogue RA Mitigation 
measures are wise? 

Zone Rogue RA Mitigation Measure cost
(+ o -)

feasib
ility

effect
(+ o -)

Internal 
Network

Router-Preference=high / Monitor NDP
Managed Switch (RAGuard, PACLs)

+/- + 0/+

Internal 
Server-Zone

Router-Preference=high / Monitor NDP
Disable RA processing

+ + +

DMZ Router-Preference=high / Monitor NDP
Disable RA processing

+ + +

Guestnet 
Wired

Router-Preference=high
Managed Switch with RA Guard or Port
ACLs

- + +

Guestnet 
Wireless

Router-Preference=high
Partitioning

+/o + +
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Data Exfiltration using IPv6 tunnels
18

NATO Whitepaper on data exfiltration over IPv6 transition mechanisms 
https://ccdcoe.org/multimedia/hedgehog-fog-creating-and-detecting-ipv6-transition-
mechanism-based-information.html

«Tunnel-based IPv6 transition mechanisms
could allow the set-up of egress
communication channels over an IPv4-only or
dual-stack network while evading detection by
a network intrusion detection system (NIDS).»
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Detect IPv6 tunnels in network logs

Look inside logs / NetFlow records:

• IPv4 Protocol type 41 (ISATAP, 6to4 traffic)
• IPv4 to UDP 3544 (Teredo traffic)
• Traffic to 192.88.99.1 (6to4 anycast server)
• DNS server log: resolution of "ISATAP"

è Better: deploy native IPv6 to avoid tunnels
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low data rate exfiltration using only Layer 3 
protocol headers (/64 IID dest address 64 bits)

20

Source https://youtu.be/WWTtl8ebfg8

https://youtu.be/WWTtl8ebfg8
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Using flow label field as covert channel
21

https://github.com/christophetd/IPv6teal
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Reconnaissance / Scanning the network / Cyber Kill Chain

• Sequentially scanning IPv6 address space is not 
feasible anymore

• DNS bruteforcing: common hostnames
– with 1900 words get 90% of systems in DNS 

• Alive bruteforcing: typical addresses
– with 2000 addresses get 66% of the systems

• Combined (and use of brain):
– ca. 90-95% of servers are found

è Target Discovery is still possible
https://github.com/vanhauser-thc/thc-ipv6
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Shodan: Participate in pool.ntp.org
as IPv6 endpoints; if NTP clients 
connect for time sync => scan them

23
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Acht-Punkte-Plan
1. ACLs für IPv6 überprüfen / ebenso Blacklists (im IPv4-only-Netz IPv6 deny)

2. ICMPv6-Angriffe verstehen und geeignete Massnahmen ergreifen (selber
ausprobieren mit den bestehenden Angriffstools)

3. ICMPv6 nicht komplett am Router blocken (und existierende Filter regelmässig
reviewen, siehe RFC 4890)

4. Security-Monitoring/IDS/IPS/SIEM für Dual-Stack überdenken (feature parity, 
Nachvollziehbarkeit bei IPv6-Adressen / Korrelation von Multiprotokollangriffen)

5. Data exfiltration über IPv6 entdecken (vor allem Tunnel)

6. Extension Header Angriffe verstehen und Gegenmassnahmen prüfen (und 
regelmässig reviewen)

7. Security-Tools IPv6-fähig machen

8. Wissenslücken schliessen



© 2019 SWITCH | 25

SWITCH IPv6 Security Training now freely 
available at first.org

https://www.first.org/education/trainings

NEW

https://www.first.org/education/trainings


Working for a better digital world

@frankherberg
frank.herberg@switch.ch


