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Products Support Partnerinfo Search
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Activate Advanced Features
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— . ® { Migrate to the Software Blade Architecture
Check Point Il RO e c PartnerMAP

- SOFTWARE TECHNOLOGIES LTD. More -
Welcome Tobias Lachmann | Logout EI IE

Home Accounts Products Support Partnerinfo SearchTool CO-OP QuotingTools My Profile EventlLog

€ P address format is invalid

My Products

License - Step 1 of 1 View Licensing Information
Product Name CPMP-IPvE-1
Certificate Key DDE98F180027
Description IPv6 capability

License Information

* Version Software Blades v
* Enter IP Address 2001:db8:0:1:203:ffff.fee1:fa74 @
*Hardware Brand Name HWComaq v

Other ——Not relevant-— V?

Operating System SecurePlatform NGX v

Tags

Free Text i

| License I Cancel




34 o 1/5 8

y ' "% >( /B




SMART Dashboard

Security Gateway

Desktop




. " 1* | .@ 8
e )8 /I

_;,q 10.0.0.1 - Check Point SmartUpdate

File View Tree Packages Licenses & Contracts  Operations Tools Window Help

BE&s O ahol B %N R A

Packages Network Objects Licenses & Contracts |

License Management

Machines | IP Address | Version SKU | Desciiption
=-{2]i1000.1
= [l 10001  R7520
ﬂ CPMP-IPVE-1-NGX CPSB-SWB@06.09.2011 14:2... NGX /R70 CPMP-IPVE-1-NGX CPSB-SWB IPvE support; version: NGX.
m CPSM-C-U CPSB-ADN-M CPSB-ACCL-M CPSB-NP... Software Blades CPSM-C-U CPSB-ADN-M CPSB-AC... Security Management container to manage Unlim

% CPSG-C-8-U CPSB-Fw CPSB-YPN CPSB-ADN CP... Software Blades CPSG-C-8-J CPSB-FwW CPSBPN... Securty Gateway Container for Security Gateway
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£ https:10.0.0.1:4434%020-%20SecurePlatform - Windows Internet Explorer

|@ https://10.0.0.1:4434/webis/index.html?=openedasPopup

Edit Ethernet Connection eth0

Status @ @

Apply Cancel

Netvork

-

= Connections ‘Connection configuration

Routin
- = (& Use the fellowing configuration:
= DNS
= Domain IP Address: 10.. 0 . O
= Hosts Netmask: 255 . 255 . 255 . ©
S Daics " Obtain IP Address automatically (DHCP)

t’ Product Configuration

MTU: [ts00 |
Physical Address: IOO:O::29:25:71:f5 I
Link Speed & Duplex: I—- Please select -- | ¥

\ o
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touch /etc/rc.d/rc3.d/S11ipv6
vi /etc/rc.d/rc3.d/S11ipv6

Il + [ +)'

#!/bin/sh

modprobe ipv6

/sbin/ifconfig ethO inet6 add 2001:DB8:0:2:203:abcd:f eel:3333/64
/sbin/ifconfig ethl inet6 add 2001:DB8:0:1:203:ffff:f eel:4444/64

chmod +x /etc/rc.d/rc3.d/S11ipv6



(

e /[ +)"* 8 /etc/rc.d/rc3.d/S11ipv6

ip -6 route add 2000::/3 via <gateway |Pv6 address> me tric 1




3 /etc/rc.d/rc3.d/S11ipv6

=" ( 8+ /
$FWDIR/scripts/fwipvé_enable on

Z* root@fw:~

[Expert@fw] # $FUDIR/scripts/fwipvé enable on
FireWall-1: IPv6 configuration detected. Installing IPvé support.
[Expertlfw] # I

Z* root@fw:/opt/CPsuite-R75.20/fw1/bin

[Expertlffw]# pwd -P

fopt/CPsuite-R75.20/fwl/bin

[Expertlfw]# ls -la fu*

— WXL WX——— 1 root bin 88708 Ju 31 13:03 Iw

lruxrwxrux 1 root root 30 Sep 6 15:16 fwé -> fopt/CPsuite-R75.20/fwl/bin/fw

3 (
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[Expert@fw]# ifconfig -a

ethO Link encap:Ethernet HWaddr 00:0C:29:25:71 ‘F5
inet addr:10.0.0.1 Bcast:10.0.0.255 Mask:255.255.2 55.0
inet6 addr: 2001:DB8:0:2:203:abcd:feel1:3333/64 Scope:Global

inet6 addr: fe80::20c:29ff:.fe25:71f5/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:1539 errors:0 dropped:0 overruns:0 frame 0
TX packets:1388 errors:0 dropped:0 overruns:0 carri er:0
collisions:0 txqueuelen:1000
RX bytes:163291 (159.4 Kb) TX bytes:181289 (177.0 Kb)
Interrupt:67 Base address:0x2000

ethl Link encap:Ethernet HWaddr 00:0C:29:25:71 ‘FF
inet addr:131.107.0.1 Bcast:131.107.0.255 Mask:255 .255.255.0
inet6 addr: fe80::20c:29ff:fe25:71ff/64 Scope:Link
inet6 addr: 2001:DB8:0:1:203:ffff.feel:4444/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1676 errors:0 dropped:0 overruns:0 frame 0
TX packets:1479 errors:0 dropped:0 overruns:0 carri er:0
collisions:0 txqueuelen:1000
RX bytes:173801 (169.7 Kb) TX bytes:197364 (192.7 Kb)

Interrupt:75 Base address:0x2080
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-/ (l ' /] . )8 + 1 *
/etc/rc.d/rc3.d/S10network 5() +

#Disable sending gratuitous arp upon bond failover in CXL configuration

I

echo "0"> /proc/sys/net/ipv6/conf/all/autoconf
echo "0"> /proc/sys/net/ipv6/conf/default/autoconf

"5/ +)"*8" 5 ) + )
echo "0"> /proc/sys/net/ipv6/conf/ethO/autoconf
echo "0"> /proc/sys/net/ipv6/conf/ethl/autoconf

echo "0"> /proc/sys/net/ipv6/conf/ethX/autoconf

3( 6



Check Point Gateway - fw

- General Properties Topology
= Topology
. ISP Redundancy Get..

Prowy [IPAddiess [ Network Mask | Topology

NAT
-~ HTTPS Inspection
SecurePlatform
[#- Logs and Masters
Capacity Optimization
Other

b i 10.0.01 255.255.255.0 This Network
ethl External 131.107.0.1 255.255.255.0 External

Note: IPvE address configuration is available in each interface's edit dialog box.

Add.. Edt. | Remove |
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Interface Properties X Interface Properties

I™ | Don't check packets from: _| I VIEW. ..

Spoof Tracking: ~ None & Log ¢ Aleit
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:l 0.0.0.1 - ChecPoint SmartDashboard ?5.20 - Standard

File Edit Yiew Manage Rules Policy SmartWorkflow Search Window Help
Holyom hdes BIBEBF -« DaBBs [EBEE
% la| || |G| [E Frewal |25 nat | ) s | 89 pplcation & URL Fitering | 30 anti-spam &Mai | 33

E]E"' Network Objects No.| Name Source Destination VPN
- Check Point

g Nodes

El Networks

E] Dynamic Objects
EIE Security Zones




[ | | |A [ |
Ba

=== rirewal | 3= NAT | fuit IPS | g8 Application & URL Filtering | k3

o Security Gateway/Management...
= o Security Cluster »
Fi Delete
i Hostt L)
Nodes Query Objects... ‘
+ Networks Network...
£ Groups Import... Groups »
#4544 Dynamic  Expand UTM-1 Edge Gateway...
+-[5 security  sSort Tree »  VPN-1Power ¥SX
v Do not show empty folders DLP-1
Arrange by groups Connectra
IPS-1 Sensor...
SmartLSM profile

Node

»

Source Destination

(%] Any (%) Any

Externally Managed YPN Gateway...
Interoperable Device...

OSE Device...

Logical Server...

Address Ranges

Dynamic Object...

Security Zone...

YoIP Domains
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E".. MNetwork Objects

check poin LA

T WL T T ] Ww T

Pt ———— e — -

Security Gateway/Management. ..

e gy TN T T ww e wmee g gy

g Nodes Delete i i '
- fanl Networks Host...
£ Groups SR Network...
Dynamic Ot Import... Groups ’
o) E Security Zo Expand UTM-1 Edge Gateway...
Sort Tree VPN-1 Power YSX
v Do not show empty Folders DLP-1
Arrange by groups Connectra
IPS-1 Sensor...
SmartLSM profile
Node

Others

OSE Device...
Logical Server...
Address Ranges
Dynamic Object...

Service

Externally Managed YPN Gateway...
Interoperable Device...

Domain. ..

Action

—voir-DomanTs

¥ IPv6 Network...




% 10.0.0.1 - Check Point SmartDashboard R75.20 - Standard

File Edit View Manage Rules Policy SmartWorkflow Search Window Help
HOlYOm| e | BE|IRF- Y EBB s BEE
%l | B @] [ Frewal |75 nat | 1ps| 8F applcation sURL Fiering | 30 Ant-spam &Ml | 3§

E]El',, Network Objects

No.| MName Source Destination VPN

{1 Groups
- 4§ Dynamic Objects
w7 Security Zones

= 1pve




Host Node - AquaNet_UK_sgsnl

Host Node - General Properties

t General Properties

- Topology

o NAT Machine

-~ FireWalk1 GX Name:  |AquaNet_UK_sgsn

& DNS Server

o Other IP Address: |1D.200.0.1 Resolve from Name

Comment:  [AquaNet UK sgsn 1

IPv¥6 Host Properties - IPv6_Host1 '

General Properties

General Properties

Name: IPv6_Host1

Comment:

Color: B AquaNet Germany LI
Address

IPvE Address:  |2005:1::1




szobjectsListl

|B¢06 fo Search Q INetwork Objects ;I IPv6
Name [ 1p | NAT Properties [ version | Net Mask

|6/ 1Pv6_DNS NjA NjA NjA NjA
[6] 1Pv6_Host1 NjA NJA NJA NJA
[6] 1Pv6_Host2 NjA NjA NjA NjA
[6] 1Pv6_Host3 NJA NJA NjA NJA
[6] 1Pv6_Host4 NJA NJA NJA NJA
B 1Pve_wi NiA NJA NJA NiA

B 1Pve_Nw2 NjA NJA NJA NJA



% 10.0.0.1 - Check Point SmartDashboard R75.20 - Standard
File Edit VYew Manage Rules Policy SmartWorkflow Search Window Help

"o o n aRLe B BFSe x Ya®mB4s [EEHEILNEY
E&lQ]QlE,b}l.SZ.Il ZE Firewall | 725 NaT | {3 1Ps | 85 Application & URL Fitering | 30 Anti-Spam & Mail | 3% Mobile Access | [ anti-virus | 7

= 2. Network Objects

: Source Destination Service Action
-- Check Point

5] Nodes 1 [6] cint_outside cint_inside (% Any Traffic % Any (3) accept
- B Networks

P £ Groups 2 [6] cint_inside [6] cint_outsice (%] Any Traffic (% Any () accept

~ Dynamic Objects
E Security Zones
= 1pve

----- [6] cint_inside

@ cint_outside

3 & Any % Any [ Any Traffic % Any () accept




.23 10.0.0.1 - Check Point SmartYiew Tracker

File Edit View Query Navigate Tools

S %60 %

H

& B B

Bk Network & Endpoint | Bl Active | B Mana

=)= Network & Endpoint Queries

= 9 Predefined

----- 5] AllRecords
EJ mﬂ MNetwork Security Blades
: El 8 Firewall Blade
' ;-..-. Firewall
-.[8] 1Pv6
P b E] Firewall Login Failures
w4 1PS Blade
m Application and URL Filtering
@ (@ HTTPS Inspection
. [05) 1dentity Awareness Blade



| ¥V Interface | ¥V Origin | ¥ Type | ¥V action | ¥ Service | T 1Pv6 Source | ¥ IPv6 Destination | ¥ Proto. | ¥ Rule

= ethi Fiv B og & Accept 2001:db8:0:1:203:FFf:fee1:2222  2001:db8:0:1:203:Fff:feel:4444  ipvé-icmp 3
[&= etht fiw Log @ Accept 2001:db8:0:1:203:Ffff:Feel:2222  2001:db8:0:2:203:abcd:feel:3333 ipvé-icmp 3
[= ethi Fw Log @ Accept 2001:db8:0:1:203:Ffff:Feel:2222  2001:db8:0:2:203:abcd:feel:5555 ipvé-icmp 3
= ethi {7 El Log @ Accept 2001:db8:0:1:203:ffff:fFeel:2222  2001:db8:0:2:203:abcd:feel:5555 ipvé-icmp 3
[= ethi Fiw E Log @ Accept 2001:db8:0:1:203:ffff:Feel:2222  2001:db8:0:2:203:abcd:feel:3333 ipvé-icmp 3
[= etht Fi Log @ Accept 2001:db8:0:1:203:ffff:fee1:2222  2001:db8:0:1:203:ffff:feel:4444  ipvb-icmp 3
[= ethi f | :db8:0:1:203:FFFF: : :db8:0:2:203: : :

V_Action | ¥ Service | ¥ IPv6 Source | T IPv6 Destination | ¥ Proto.
@ Accept 2001:db8:0:1:203:Ffff:feel:2222  2001:db8:0:1:203:ffff:feel:4444  ipvh-icmp
@ Accept 2001:db8:0:1:203:ffff:Feel:2222  2001:db8:0:2:203:abcd:feel:3333 ipvé-icmp
@ Accept 2001:db8:0:1:203:ffff:Feel:2222  2001:db8:0:2:203:abcd:feel:5555 ipvé-icmp
@ Accept 2001:db8:0:1:203:ffff:Feel:2222  2001:db8:0:2:203:abcd:feel1:5555 ipvé-icmp
@ Accept 2001:db8:0:1:203:ffff:fee1:2222  2001:db8:0:2:203:abcd:feel:3333 ipv6-icmp
@ Accept 2001:db8:0:1:203:ffff:fee1:2222  2001:db8:0:1:203:ffff:feel:4444  ipv6-icmp
€D accent 2001:db&:0:1:203:FFFf:Feel: :dh8:0:2:203: ahed:feel:
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( " 0%

[Expert@fwl]#  /sbin/ip -6 addr

1: lo: <LOOPBACK,UP,10000> mtu 16436
inet6 ::1/128 scope host
valid_Ift forever preferred_lIft forever

2. eth0: <BROADCAST,MULTICAST,UP,10000> mtu 1500 gle
inet6 2001:db8:0:2:203:abcd:feel:1002/64 scope globa
valid_|Ift forever preferred_Ift forever
inet6 fe80::20c:29ff:feOb:171a/64 scope link
valid_Ift forever preferred_Ift forever

3: ethl: <BROADCAST,MULTICAST,UP,10000> mtu 1500 gle
inet6 2001:db8:0:1:203:ffff:feel:1002/64 scope globa
valid_Ift forever preferred_lIft forever
inet6 fe80::20c:29ff:fe0b:1724/64 scope link
valid_|Ift forever preferred_Ift forever

4: eth2: <BROADCAST,MULTICAST,UP,10000> mtu 1500 gle
inet6 fe80::20c:29ff.feOb:172e/64 scope link
valid_Ift forever preferred_lIft forever

n 1000

n 1000

n 1000



( A3

C:\Windows\system32> netsh interface ipv6 show address
Schnittstelle 11: LAN-Verbindung

Adresstyp DAD-Status Gultigkeit Bevorzugt Adresse

Manuell Bevorzugt infinite infinite 2001:db 8:0:1:203:ffff:feel:2222
Andere Bevorzugt infinite infinite fe80::4 47d:a0d0:4952:5b3d%11



( " 0%

[Expert@fw]#  /sbin/ip -6 route show

2001:db8:0:1::/64 dev ethl metric 256 expires 213321 3sec mtu 1500 advmss 1440
2001:db8:0:2::/64 dev eth0 metric 256 expires 213321 3sec mtu 1500 advmss 1440
fe80::/64 dev ethO metric 256 expires 2133213sec mtu 1500 advmss 1440
fe80::/64 dev ethl metric 256 expires 2133213sec mtu 1500 advmss 1440

unreachable default dev lo proto none metric -1 error -101
ff00::/8 dev ethO metric 256 expires 2133213sec mtu 1 500 advmss 1440
ff00::/8 dev ethl metric 256 expires 2133213sec mtu 1 500 advmss 1440

unreachable default dev lo proto none metric -1 error -101



C:\Windows\system32> netsh interface ipv6 show route
Veroff. Typ Met Préafix

Nein Manuell 256 ::/0

Nein Manuell 256 ::1/128

Nein Manuell 256 2001:db8:0:1::/64

Nein  Manuell 256 2001:db8:0:1:203:ffff:-feel:
Nein Manuell 256 fe80::/64

Nein Manuell 256 fe80::/64

Nein Manuell 256 fe80::100:7f:fffe/128

Nein Manuell 256 fe80::447d:a0d0:4952:5b3d/1
Nein  Manuell 256 ff00::/8

Nein Manuell 256 ff00::/8

Nein Manuell 256 ff00::/8

( A $

Idx Gateway/Schnittstelle

11 2001:db8:0:1:203:ffff.feel:4444
1 Loopback Pseudo-Interface 1
11 LAN-Verbindung

2222/128 11 LAN-Verbindung
13 LAN-Verbindung* 2

11 LAN-Verbindung

13 LAN-Verbindung* 2

28 11 LAN-Verbindung

1 Loopback Pseudo-Interface 1
13 LAN-Verbindung* 2

11 LAN-Verbindung



( A $

C:\Windows\system32> netsh interface ipv6 show destinationcache

Schnittstelle 11: LAN-Verbindung

PMTU Zieladresse Adresse

1500 2001:db8:0:1:203:ffff:feel:2222 2001:db8
1500 2001:db8:0:1:203:ffff:feel:4444 2001:db8
1500 2001:db8:0:2:203:abcd:fee1:3333 2001:db8
1500 2001:db8:0:2:203:abcd:feel:5555 2001:db8

des n. Hops

:0:1:203:ffff:feel:2222
:0:1:203:ffff:feel:4444
:0:1:203:ffff:feel:4444
:0:1:203:ffff:feel:4444



( " 0%

[Expert@fw]#  /sbin/ip -6 neigh show

fe80::447d:a0d0:4952:5b3d dev ethl lladdr 00:0c:29:69 :5e:62 nud reachable
2001:dbh8:0:1:203:ffff:feel:2222 dev ethl lladdr 00:0c :29:69:5e:62 nud stale
fe80::3cd5:1c49:cbc6:5e7a dev ethO lladdr 00:0c:29:fc :42:9d nud reachable

2001:db8:0:2:203:abcd:fee1:5555 dev ethO lladdr 00:0c :29:fc:42:9d nud reachable



( A $

C:\Users\Tobias Lachmann> netsh interface ipv6 show neighbors

Schnittstelle 11: LAN-Verbindung

Internetadresse Physisc he Adresse Typ
2001:db8:0:1:203:ffff:feel:4444 00-0c-29 -25-71-ff Abgelaufen (Router)
fe80::20c:29ff:fe25:7 1ff 00-Oc -29-25-71-ff Abgelaufen (Router)
ff02::2 33-33 -00-00-00-02 Permanent
ff02::16 33-33 -00-00-00-16 Permanent
ff02::1:2 33-33 -00-01-00-02 Permanent
ff02::1:3 33-33 -00-01-00-03 Permanent
ff02::1:ff25:71ff 33-33 -ff-25-71-ff Permanent
ff02::1:ff52:5b3d 33-33 -ff-52-5b-3d Permanent
ff02::1:ffel:2222 33-33 -ff-e1-22-22 Permanent

ff02::1:ffel:4444 33-33 -ff-e1-44-44 Permanent



( 1
[Expert@fwl]#  /sbin/ip -6 neigh show

2001:db8:0:2:203:abcd:feel:5555 dev ethO lladdr 00:0c
fe80::3cd5:1c49:cbhc6:5e7a dev ethO lladdr 00:0c:29:fc

[Expert@fwl]#  /sbin/ip -6 neigh flush dev ethO
[Expert@fwl]# /sbin/ip -6 neigh show

2001:db8:0:2:203:abcd:feel:5555 dev ethO nud failed
fe80::3cd5:1¢c49:cbcb6:5e7a dev ethO nud failed

0%

:29:fc:42:9d nud reachable
:42:9d nud reachable



( A $

C:\Windows\system32>  netsh interface ipv6 delete neighbors
OK.

C:\Windows\system32>  netsh interface ipv6 show neighbors

Schnittstelle 11: LAN-Verbindung

Internetadresse Physis che Adresse Typ

2001:db8:0:1:203:ffff:feel:4444 00-00 -00-00-00-00 Nicht erreichbar



3& *"/
3 3" O
L
3 /
T+
+ 77 +
44 |~
+ 77 +

1/

1/

717+ I+ 9,

17" 1+ 9.

‘9

‘9

(GI1 *°

( G/1 *'

/ 1

/ 1

: 44



9

e Q 3 > '< + +

+ 77T 87)'7T G+ G+ )

- @ )- %n(1/,

7T ) 777 &9 /: 4

e >(> 1/) 8A - % (

+ [ ) 77l &9, "% 8: HI






+4&& # H




