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Fakten und Zahlen

e AWK st eines der grossten Schweizer Beratungsunternehmen fir
Informationstechnologie

e Consulting, Engineering und Projektmanagement aus einer Hand
e Uber 140 Mitarbeitende, davon 120 Ingenieure, Informatiker und Physiker
e Uber 3'000 erfolgreiche Projekte fur mehr als 300 Kunden realisiert

e Hauptsitz in Zurich, Niederlassungen
in Bern und Basel

e Mitglied der ITIC GROUP, einem internat.
Netzwerk unabhangiger Consulting-Firmen

e Unabhangig (vollstdndig im Besitz
der Partner) und produktneutral
(keine Interessenbindungen)

e Gegrundet 1986

Partner der AWK Group (v.l.n.r): André Arrigoni, Kurt Biri (Managing Partner),
Oliver Vaterlaus, Peter Gabriel, Ralph Tonezzer
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Einleitung

Motivation

e ... sich mit IPv6 zu beschaftigen
= Seit 2008

= Passion fur Netzwerktechnologien

e ... praktische Erfahrungen im Bereich IPv6 zu sammeln

= Knowhow oft entscheidend fur Projekterfolg. Als Projektleiter
* Aufwandsabschétzungen hinterfragen
» Lieferobjekte beurteilen
* Projektmitarbeiter motivieren, Probleme friihzeitig zu kommunizieren

e ... fur das hier vorgestellte Monitoring-Projekt
» Erhohte Anforderungen an das Netzwerk der AWK Group

» Redundante Netzwerkkonfigurationen ohne Monitoring machen wenig Sinn

e ... flr den heutigen Vortrag Grau, teurer Freund, ist alle Theorie,

= Erfahrungen Teilen Und grin des Lebens goldener Baum.

. . } ) (Goethe, Faust | 2038f)
= Teilnehmer fur Praxis-Versuche motvieren
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Einleitung

Vision

e Anfang 2013

,Das Netzwerkmanagement erfolgt zuklinftig ausschliesslich iber IPv6. Alle
relevanten Netzwerkparameter (IPv4 und IPv6) werden tber IPv6 abgefragt.
Konfigurationen der Netzwerkelemente sollen regelmassig automatisiert
gesichert werden. Der Transport erfolgt hier ebenfalls (ber IPv6*

e November 2013

... hun ja


http://www.awk.ch/

Einleitung

Elemente des Netzwerkmanagements

e |nformationen
— Bereitstellen
— Transportieren

— Abfragen

— Verarbeiten
— Speichern .
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Einleitung

Ausgangslage — Netzwerktopologie Zirich (CHZHO01)

el
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Einleitung

Ausgangslage — Netzwerktopologie Bern (CHBEO1) und Basel (CHBS01)

Bern (CHBEO1) Basel (CHBSO01)

o .

LAN

L3-VPN CC

T

CHZHO01
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Umsetzung




Vorbereitungen - Adresskonzept

_ & AWK GROUP|

- 2001:1702:6/48 = :m ===

Sitm one Fuhs one Metwork

——  Main Site /52

I— Zone /56
I— SubZone /60

I— Network /64

—— Branch Site /56
I— Zone /60

I— Network /64

]
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Vorbereitungen - I0S-Updates

e Anfrage an Integrator (Januar 2013)

LFUr (erweiterte) IPv6-Funktionalitat planen wir unsere Switches und Access Points zu upgraden. Gemass
Service-Vertrag wirden wir dazu gerne bei XXX die benétigten |I0S-Images beziehen. Ganz grob bendétigen
wir (vorerst) folgende Funktionalitat:

- RA Guard, DHCP Guard

- Management via IPv6 (ssh, snmpv3, syslog)

- HRSPv6

- DHCPv6 relay agent

Welche 10S-Versionen empfiehlt XXX hier?”

e Empfehlung Integrator
— Access Points: 10S 15.2.2-JB
— Layer2-Switches: 10S 15.0.2-SE
— Layer3-Switches: 10S 15.1.2-SG

e Upgrade des Netzwerks in Zurich Anfang Marz 2013

12
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Vorbereitungen - I0S-Updates — Erste Erfahrungen

e Kein IPv6-Support bei den Access Points

CHZHO1NAPO1 (config)#ip? _

ip

CHZHO1NAPO1 (config)#interface bvil
CHZHO1INAPO1 (config-if)#ip?
ip

CHZHO1INAPO1 (config-if)#ip

e Seit Ende Juli nun mit IPv6-Support

CHZHO1NAPO1 (config)#ip? _

ip iphc-profile ipvé Tipp (IPv4): Ab 10S 15 muss der Default-
GW mittels ip route konfiguriert
CHZHO1NAPO1 (config)#interface bvil werden (ip default-gateway-
CHZHO1INAPO1 (config-if)#ip? Kommando funktioniert nicht mehr).
ip iphc-profile ipv6

Tipp (SNMP): Nach 10S-Update hatten
CHZHO1NAPO1 (config-if)#ip sich die Interface-Indexe geéandert

13
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Vorbereitungen - I0S-Updates — Erste Erfahrungen

e Supported, Not Supported, ...

New in Cisco |IOS Release 15.0(2)SE

» Support for IOS IPv6 Host mode, which is compliant with the IPv6 Ready Logo Phase-2 Core
Protocols test suite. (LAN Lite image for Catalyst 2960, 2960-C and 2960-S switches; IP Base
image for Catalyst 3750, 3750v2, 3560, 3560v2 and 3650-C switches).

CHZHO1NWSO1#show version

Switch Ports Model SW Version SW Image

* 1 26 WS-C2960-24TT-L 15.0(2)SE2 C2960-LANBASEK9-M

14
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Vorbereitungen - I0S-Updates — Erste Erfahrungen

e Catalyst 3560

CHZHO1INDS@1#show version
Cisco IOS Software, C3560 Software (C3560-IPBASEK9-M), Version 15.0(2)SE2,
RELEASE SOFTWARE (fcl)

Model number : WS-C3560G-24TS-S

System serial number : FOCO935UOW8
CHZHO1NDSO1#

o LLLYYWWSSSS
— LLL: Produktionsort
— YY: Produktionsjahr (01 = 1997, 02=1998, ...)
— SSSS: Seriennummernteill
» Beachtlich: C3560 von 2005 unterstitzen IPv6!

Tipp: Catalyst 2960 / 3560 — IPv6 muss ggf. erst noch aktiviert werden
» (config)# sdm prefer dual-ipv4-and-ipv6 [default,routing,vlan]

15
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Vorbereitung — IPv6-Anbindung Aussenstandorte

e Kurz- und Mittelfristig:
— Verwendung von IPv6-Adressen des Prafixes des Hauptstandortes

— Routing zentral tber Zirich

e Langfristig: ?

e |Pv6in Bern
> Uber Cablecom (IP VPN)
» Unterstitzt ab Q2-2014

e |Pv6 in Basel
> |Pv6 Uber IPSec-Tunnel

16
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Vorbereitung — IPv6-Anbindung Aussenstandorte - Erfahrungen

e |Pv6 in Basel

— |IPSec Endpunkte
= Zlrich: Juniper SSG-140 / Screenos 6.3.0r8.0
= Basel: Juniper SRX-210HE / Junos 12.1R6.5

e ScreenOS

— IPsec 6in4 Tunneling: ,You can use IPsec tunneling, which supports
authentication and encryption, to encapsulate packets as the security device
transmits them between remote IPv6 island networks over an IPv4 WAN.”

Figure 36: Tunnel Interface and Zone Example

: Boundary f

P :Osc.jtdA ; tunnel. 1
' vb agdress ' . C
© 27a6:210:eal71ffe36 5 A etheret3, 1.1.1.1

/[
e B
— -' \_\_,\,_/_f

ethemet2

27a6:1/64 - ethernet3, 2.2.2.1 ethernet2,

< Untrust

U

.......

Native IPv6 Host

(HTTP Server
Tunnel Interface B 310a::1/64 | 3102:33c:36fb:34ffe55 -

%

Quelle: Juniper - Concepts &
Examples, ScreenOS
Reference Guide, Dual-Stack
Architecture with IPv6
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Vorbereitung — IPv6-Anbindung Aussenstandorte - Erfahrungen

e Junos
— Dokumentation im Web x
— Informationen im Junos Security Buch X

— Hm, Release Notes

IPv6 IPsec
The IPv6 IPsec implementation has the following limitations:

» The IPv6 IPsec VPN does not support the following functions:
* 4in6 and 6in4 policy-based site-to-site VPN, IKE
» 4in6 and 6in4 route-based site-to-site VPN, IKE <=
* 4in6 and 6in4 policy-based site-to-site VPN, Manual Key
* 4in6 and 6in4 route-based site-to-site VPN, Manual Key <=

Quelle: https://www.juniper.net/techpubs/en US/junos12.1/information-products/topic-collections/release-notes/12.1/junos-release-notes-12.1r6.pdf

» Vorerst Fokus auf Hauptstandort Zrich

18
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Netzwerk am Standort Bern (Planung)

IPv6-Konferenz 2011

e |Pv6 Zugang fur Mitarbeiter im Buro Bern
— Derzeit kein IPv6-Internetzugang in Bern

vorhanden LAN WLAN
— IPv6 in IPv4 Tunnel ZH <-> Bern ~_
— |Pv6 Zugang im WLAN in Bern Fiéewall
ern

.

IPsec 6in4 Tunneling Support 2007
IPv6 Traffic Site2Site VPN

| (IPv4)
. y
Sunrise _
Router Firewall
Cluster
Zurich

Quelle: https://www.juniper.net
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Vorbereitungen - Server

e Ubuntu 12.04.3 LTS = _ — ~

e Virtuelle Maschine:
— Intel Xeon CPU 2.13GHz

— 2GBRam R
— 15GB HD

— 2 Netzwerkkarten
= ethO: Nur IPv4, Admin-Interface
= ethl: Dualstack

VM (VM VM | VM VM VM VM VM VM VM VM VM | VM VM VM

ESX
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NTP

e Default-Daemon ntp installiert

e ntp Daemon offnet v4 und v6 Socket

# /etc/ntp.conf, configuration for ntpd; see ntp.conf(5) for help

# Use servers from the NTP Pool Project. Approved by Ubuntu Technical Board
# on 2011-02-08 (LP: #104525). See http://www.pool.ntp.org/join.html for

# more information.

server @.ch.pool.ntp.org

server 1l.ch.pool.ntp.org

server 2.ch.pool.ntp.org

server 3.ch.pool.ntp.org

root@Monitoring01:/home/mug# lsof -i | grep ntpd
ntpd 2818 ntp 16u IPv4 12580 ote UDP *:ntp
ntpd 2818 ntp 17u IPv6é 12581 ote UDP *:ntp

21
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NTP — Erfahrungen

e Access Points (I0S 15.2(4)JA1)

— Unterstltzen lediglich sntp (simple network time protocol)
— Cisco's aktuelle Implementierung unterstutzt kein IPv6

CHZHO1INAPO1(config)#sntp server ?
Hostname or A.B.C.D Name or IP address of server

CHZHO1INAPO1(config)#sntp server 2001:1702:6:1191::101

N

% Invalid input detected at '~' marker.

e (Catalyst 2960, 3560 und 4500

ntp source Vlanllll
ntp server 2001:1702:6:1191::101

22
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NTP — Erfahrungen

e Test: Catalyst 2960 und 3560 (I0S 15.0(2)SE2)

CHZHO1NASOl#show ntp status
Clock is synchronized, stratum 3, reference is 19.51.5.5 -

system poll interval is 64, last update was 9 sec ago.

CHZHO1NASOl#show ntp associations

address ref clock st when poll reach delay offset disp
B +-2001:1702:6:1191: :101

62.2.207.85 2 18 64 1 3.000 55.057 0.119
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

e \Whois-Abfrage von 19.51.5.5
» OrgName: Ford Motor Company

e Andern der NTP-Server Adresse: 2001:1702:6:1191::102
» Reference nun: 49.63.200.148

» Descr: Korea Telecom Freetel Corp

23
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_ Umseng

NTP — Erfahrungen

NTP Version 4 Release Notes — Nasty Surprises

There is a minor change to the reference ID
field of the NTP packet header when operating
with IPv6 associations. In IPv4 associations
this field contains the 32-bit IPv4 address
of the server, in order to detect and avoid
loops. In IPv6 associations this field
contains the first 32-bits of a MD5 hash
formed from the IPv6 address

24
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NTP - Erfahrungen

e Test: Catalyst 4500 (I0S 15.2(1)E)

CHZHO1INCSO1#show run | include ntp
ntp source V1anl1191

ntp update-calendar

ntp server 2001:1702:6:1191::101

— NTP tber IPv6 funktioniert nicht

— debug ntp all liefert keinerlei Output

— NTP-Server pingbar, ntp Uber v4 funktioniert auch problemlos
— Keine einschrankenden Acces-Lists

CHZHOINCSO1l#ping 2001:1702:6:1191::101 source vlan 1191

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:1702:6:1191::101, timeout is 2 seconds:

Packet sent with a source address of 2001:1702:6:1191::10

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

25
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Rancid

o Zweck
— Automatische Sicherung der Konfigurationen der Netzwerkelemente
— Versionierung (CVS)

® |PV6-SpeZifiSChe Konfiguration # less var/lib/rancid/CHzZHO1/router.db

CHZHOINFWO1.awkgroup.com:netscreen:up

_ keme’ Konflguratlon mittels FQDNS CHZHO1NFWO2 . awkgroup.com:netscreen:up

e Im Betrieb CHZHO1NCSO1 . awkgroup.com:cisco:up

o CHZHO1INCSO2 . awkgroup.com:cisco:up
— Rancid l16st FQDNs auf

— Verbindungsaufbau zu Netzwerkelementen mit SSH (IPv6 wird praferiert)

# less /etc/hosts
# --- CHZHO1 ---

# Core Switches
10.1.224.11 CHZHO1NCSO1.awkgroup.com  CHZHO1NCSO1

# IPv6
# Core Switches

2001:1702:6:1111::11 CHZHO1NCSO1.awkgroup.com  CHZHO1NCSO1 26
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Rancid - Erfahrungen

e Funktioniert problemlos mit
— Aironet 1142N

— Catalyst 2960
— Catalyst 3560
— Catalyst 4500
e Funktioniert nicht mit CHZHO1NASO1 (config)#ipv6 access-list
— Catalyst 2960S % Invalid input detected at '~' marker.

e Begrindung Cisco
» Lanlite-Modell (S)

» Lanlite Image unterstutzt offiziell keine Access Lists

27
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Rancid - Erfahrungen

e Rancid — Your Network Monitoring Tool (-:

Index: configs/chzhO1nap03.awkgroup.com

retrieving revision 1.8
diff -u -4 -r1.8 chzhO1nap03.awkgroup.com @@ -29,16 +29,22 @@
IFlash: Directory of flash:/
IFlash: 2 -rwx 8271 Oct 20 2013 23:35:36 +02:00 config.txt
IFlash: 3 -rwx 4 Jul 15 2013 10:28:29 +02:00 FOC14314YHN
IFlash: 4 -rwx 10868774 Oct 20 2013 23:13:14 +02:00 ¢1140-kOw7-mx.152-4.JA1
+IFlash: 5 -rwx 295219 Nov 4 2013 19:49:50 +01:00 ap _log_rO_0.log
IFlash: 6 -rwx 3096 Oct 20 2013 23:35:36 +02:00 private-multiple-fs
IFlash: 7 drwx 256 Mar 12002 01:13:56 +01:00 c1140-k9w7-mx.124-21a.JAl
IFlash: 155 -rwx 360 Mar 11993 01:00:17 +01:00 env_vars
IFlash: 156 -rwx 186308 Oct 20 2013 23:30:18 +02:00 8001.img
IFlash: 157 -rwx 8080 Oct 20 2013 23:30:35 +02:00 T2.bin
IFlash: 158 -rwx 23836 Oct 20 2013 23:30:49 +02:00 T5.bin
IFlash: 159 -rwx 5672 Oct 20 2013 23:35:36 +02:00 private-config
- IFlash: 32126976 bytes total (15475712 bytes free)
+ IFlash: 160 -rwx 113277 Nov 4 2013 19:49:53 +01:00 event.rO
+ IFlash: 161 -rwx 295219 Nov 4 2013 19:49:54 +01:00 ap _log_rO _1.log «
+ IFlash: 162 -rwx 295219 Nov 4 2013 19:49:55 +01:00 ap _log_r0_2.log

Radio dO reset: transmitter seems to have stopped
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lcinga
e OpenSource Montoring System e
do 1 : Icinga / |
e Grunde fur Icinga e IcingO e Core
. g : Addon Web ,‘@)
— Icinga Core unterstutzt IPv6 ; DO e —» . IpomoD
. lcingo (ap)
— Modernes Web-Interface i (SND R g
— Gute Dokumentation " .
— Ruckwartskompatible mit Nagios Plugins \ ' IDODB /
— Unterstitzt auch Oracle und PostgreSQL pi i
1 PosigreSQL

Architektur (Quelle: https://www.icinga.org)

e In der AWK Group eingesetzt fr
— Host-Alive-Abfragen via ICMP Ping
— Parameter-Abfragen der Netzwerkelemente mittels SNMP
— Nicht verwendet: SNMP Traps

29
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lcinga

e Host/ Service Modell
— Mittels Host wir ein Netzwerkelement definiert

— Anschliessend kdnnen einem Host Services zugeordnet werden

Hostav |Servicoav |Status av | Last Check a | Duration a v | Attompt o | Status Information | ]
CHBEO1NAPO1 Bridge AWKWLAN - O &1 20131120 07:49:41 1d 8h57m3s 1/ Sl
—— Status — match:none
Blegpe =] oK 2013-11-20 07:49:41 1d8h57m3s  1/4 suluFels i
NB - Status — match:none
@ ez oK 2013-11-20 07:51:32 22d 6h 20m 40s  1/4 LIPS~z
Percentage = match:none
SR - R o1& 2013-11-20 07:51:32 22d 6h 20m 40s  1/4 Sl e = sl
[2.4GHz] match:none
Radio 1 - Associations OK 2013-11-20 07:49:59 1d 8h 56m 45s  1/4 SNMP OK - resuit0
[5.0GHz] match:none
e Parents
‘ o
— Alle Parents ,down CHBEO1NAPO2
» Host ,unreachable’ (und nicht ,down) -
~ CHBEOTNAS02
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Icinga — IPv6

e Host Definition
define host{

host_name CHZHO1NAPO1

alias Access Point 01

address 10.1.225.21

address6 2001:1702:6:1121::21

parents CHZHO1INCS02

notes_ url http://monitoring01/munin/CHZHO01/CHZHO1NAPO1/index.html
use template_network_generic

e Plugins mit IPv6-Unterstitzung
— check_ping
— check_snmp
— check_multi // noch nicht getestet

31
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Icinga — IPv6 — Erfahrungen

e |P-Adresse / Hosthame als Parameter

Plugin IPv6-Adresse Hostname / FQDN
(IPv4 & IPv6)

check_ping 2001:db8::1 foo.example.com
check_snmp upd6:[2001:db8::1] udp6:foo.example.com
— Bemerkungen
» Bei check ping kann bei Verwendung des Hostnamen IPv4 mittels Option verwendet
werden (-4)

=  Syntax bei check _snmp: Ist lediglich ein Wrapper, es wird net-snmp flr die eigentlich
SNMP-Abfrage verwendet
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Iciniga — IPv6 — Erfahrungen

e HSRP
— Schutz vor ,1st-hop’- Ausfallen
— IPv6-Support erst mit HSRP Version 2

— Eine Standby-Gruppe pro Protokol -
(v4/v6)

interface Vl1anl191
e SNMP description HSRP DS Interface VLAN 1191

— Zustand von IPv6-Standby-Gruppen standby version 2
kann nicht abgefragt werden standby 1191 ipvé FE80::1191:0:0:10

i i tandby 1191 ipvé 2001:1702:6:1191::10/64
— Feedback Cisco: Firr Catalyst 4500/ = .~ i /

standby 1191 timers 1 3
Sup 6L-E erst Q2 /2014 standby 1191 priority 110

standby 1191 preempt delay minimum 60
ipv6 address FE80::1191:0:0:11 link-local
ipv6 address 2001:1702:6:1191::11/64

ipv6é nd router-preference High

Hilfreich: VLAN-ID in link local Adresse
enkodieren

IP6 fe80::1191:0:0:10 > ff02::1:
ICMP6, router advertisement, -
length 64 End
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Icinga — IPv6 — Erfahrungen

CHZHOINCSO1l#show standby brief
P indicates configured to preempt.

Interface Grp Pri P State Active Standby Virtual IP

V1ii 11 110 P Active 1local 192.168.11.2 192.168.11.1

V112 12 90 Standby 192.168.12.2 local 192.168.12.1

V121 21 90 Standby 192.168.21.2 local 192.168.21.1

V131 31 110 P Active 1local 192.168.31.2 192.168.31.1

V150 50 110 P Active 1local 192.168.1.2 192.168.1.1

V151 51 110 P Active 1local 192.168.51.2 192.168.51.1

V171 71 90 Standby 192.168.71.2 local 192.168.71.1
V1201 201 90 Standby 192.168.201.2 local 192.168.201.1
V1201 1001 90 Standby FE80::201:0:0:22 local FE80::201:0:0:20
V11111 224 110 P Active 1local 10.1.224.12 10.1.224.10
V11111 1111 110 P Active 1local FE80::1111:0:0:12 FE80::1111:0:0:10
V11121 225 110 P Active 1local 10.1.225.12 10.1.225.10
V11121 1121 110 P Active 1local FE80::1121:0:0:12 FE80::1121:0:0:10
V11191 233 110 P Active 1local 10.1.233.12 10.1.233.10
V11191 1191 110 P Active 1local FE80::1191:0:0:12 FE80::1191:0:0:10

CHZHO1NCSO1#
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Umsetzung

Icinga — Erfahrungen

%@E%‘ @‘%%%@ﬁ“f\@|§£@‘@‘ Morgol-kurlgfeagools
% Loaded MibMaodules -
- HOMNUM-TC || Host 101.224.11 E Part
-y IAMAITYRE-MIB ) )
& RFCA213-MIB Carnmunity FTEEREREREERERERELENS Wirite Co
g E:‘?I'IT‘ESTATE—TC—MIEI SetValue -
d IMET-ADDRESS-MIB Chject I Jisn.org.dod.internet. private. enter prises, cisco, ciscolgot, ciscoHsrpMIE, ciscoHsrpMIBOhjecks,
- IPVE-MIB
E"g%a ?n?é:it'qp'm'a cHsrpGrpStandbyRouter. 189.233 10.1.233.12
-9 private cHsrpGrpStandbyRouter. 190.225 10122512
Ea enterprises Sent GET requestto 10.1.224 .11 - 161
=-3 tisco cHsrpGrpActiveRouter.160.21 192.168.21.2
B'"E_gcg';“fﬁsmwe cHsrpGrpActiveRouter.168.11 18216811 3
=55 ciscoHsrpMIBObjects cHsrpGrpActiveRouter.169.12 192168.12.2
[:I cHsrpGlobalConfig cHsrpGrpactiveRouter.170.50 192168.1.3
=3 eHsmGroup cHsrpGrpActiveRouter.171.51 192.168.51.3
E'"'%___S;E:Z:Egarsl':nw cHsrpGrpActiveRouter.172.201 192.168.201.2
..... ? index £ || | cHsrpGrpActiveRouter.176.71 192.168.71.2
----- i cHsrpGrpklumber cHsrpGrpActiveRouter 177.31 101.31.11
""" % cHsrpoGrpAUth cHsrpGrpictiveRouter.188.224 1001.224.11
- % E:;:Sg:ggfggm cHsTpGrpActiveRouter.189.233 101.233.11
..... @, cHsrpGmPreemptDelay cHsrpGrpActiveRouter.190.225 101.225.11
----- B cHerpGrpUseConfiguredTimers Sent GET requestto 10.1.224.11 161
""" % cHsrpGrpConfiguredHelloTime cHsTpGrpActiveRouter.160.21 192.168.21.2
::_E E:EI':Eg:ﬂf;::;ge”dﬁgwgﬁ;'gne cHsTpGrpActiveRouter.168.11 192.168.11.3
..... S cHsrpGrpLearmedHoldTime cHerpGrpActiveRouter.169.12 192168.12.2
----- Ty cHsrpGrpvitualipAddr cHerpGrpActiveRouter. 170,50 192168.1.3
""" . _cHsrpGrpUseConfighirtualiphddr cHsrpGrpActiveRouter.171.51 162.168.51.3
e Hsrpter cHsrpGrpActiveRouter. 172.201 192.168.201.2
..... S cHsrpGrpStandbyState cHsrpGrpActiveRouter. 176.71 192 168.71.2
----- B cHerpGrpYirtualMacAddr cHsrpGrpActiveRouter.177.31 101.31.11
""" %y cHerpGrpEntrRowstatus cHsrpGrpActiveRouter. 188.224 10.1.224.11
- Ty cHErpGrplpMone e g e g oo o4 oo a4
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Icinga — Erfahrungen

.iso.org.dod.internet.private.enterprises.cisco.ciscoMgmt.
- CciscoHsrpMIB.
-ciscoHsrpMIBObjects.

root@Monitoring@l:~# snmpwalk UDP6:[2001:1702:6:1191::11] .1.3.
:enterprises.9.
:enterprises.
:enterprises.
:enterprises.
:enterprises.
::enterprises.
:enterprises.
:enterprises.
:enterprises.
:enterprises.
:enterprises.

SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:

SNMPv2-SMI

SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:
SNMPv2-SMI:

-CHsrpGroup.

-cHsrpGrpTable.
-CHsrpGrpEntry.

root@Monitoring@l:~# $

O OV OV WOV WUOVUWLOVL
(o I Vo Vo Vo Vo Ve Vo T Vo I Vo B o)

9.

-cHsrpGrpActiveRouter

106.
.106.
.106.
.106.
.106.
.106.
.106.
.106.
.106.
.106.
.106.

1.

PR RPRRPRRPRRPRRRRR

NNNMNMNNNNMNNNDN
PR RPRRPRPRPRRRLRRR
RPRRRPRRPRRPRRRRRR

1.

1.

13.
.13.
.13.
.13.
.13.
.13.
.13.
.13.
.13.
.13.
.13.

160.
168.
169.
170.
171.
172.
176.
177.
188.
189.
190.

21
11
12
50
51
201
71
31
224
233
225

IpAddress:
IpAddress:
IpAddress:
IpAddress:
IpAddress:

IpAddress:

IpAddress:
IpAddress:

IpAddress:
IpAddress:
IpAddress:

6.1.4.1.
192.168.
192.168.
192.168.
192.168.1.3
192.168.51.3
192.168.201.
192.168.71.2
192.168.31.3
10.1.224.11
10.1.233.11
10.1.225.11

21.2
11.3
12.2

9.9.106.1.2.1.1.13
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Umsetzung

Munin

Interface Link to CHZHOLNFWOL - Ethernet0/s traffic - by day
40M

ond

30M

g
o
1Y
b
2 1om
. e
< a
5
Munin Master E
2 aom
I 20m
=
@ -30M
£
40 M+
Tue 12:00 Wed 00:00 Wed 12:00
cur (-/+) Min (-/+) Avg (-/+) Max (-/+)
OO B bps 4.06M/ 2.15M  17.23k/ 20.60k  2.02M/ 1.45M  34.60H/ 32.46M
Last update: Wed Nov 20 13:45:11 2013

Munin Nodes

CPU usage - by month

e Nachteile (Version 1.4.6) ot

| ) L
— Keine IPv6 Unterstutzung
140
— Keine SNMPv3-Unterstitzung . oI BN SSEwmen.
. . 20
— Skaliert nicht 7
40
20
' Warum dann Uberhaupt? e Week 43 Weelk 44 . Week 45 Week 45 Weelk 47
[ system CU: 24 Hl;i 43 -’ng Bl Hi; a7
] uger- 15. 26 10. 28 14.52 27.58
D e = £ T e
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Munin — Erfahrungen

e Ziel: Darstellung von IPv4 und IPv6 Traffic

— |IPv6 Traffic heute
= AWK WLAN
» AWK Management Netzwerk

e \orgehen
1. Ermittlung der entsprechenden OIDs (Object Identifier)

2. Erstellung von Graphen
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Umsetzung

- ipvdlnterfaceTahle
----- % ipvBinterfaceTableLastChange
- ipvBinterfaceTable
=i ipTrafficStats
ipSystemStatsTable
% iplfStatsTableLastChange
= iplStatsTable

=-F% iplfStatsEntry
""" il i pifstatsIPYersion
----- T iplfStatsfindex
---- T iplfstatsinReceives
---- % iplfStatsHCInReceives
----- S iplfStatsinCctets
---- % iplfStatsHCInOctets
---- % iplfStatsink™

----- S iplfStatsinl
----- S iplfStatsinT
----- % iplfStatsinF
""" S iplfStatsHC
----- % iplfStatsRe
----- % iplfStatsRe
----- B iplfStatsRe
----- % iplfStatsinC
----- T iplfStatsinC
""" S iplfStatsHC
----- T iplfStatsCu
""" S iplfStatsHC
----- T iplfStatsCu
""" S iplfStatsHC
----- T iplfstatsCu
----- S iplfStatsOu
----- e iplfStatsCu

----- S inlfStatstn
1}

Munin — Erfahrungen — Catalyst 4500 & IP-MIB

ifDescr.169 Ylan12
Sent GET requestto 10.1.224.11 161

ifDescr.172 Wlan201
Sent GET requestto 10.1.224.11 161

ifDescr.188 Ylan1111
Sent GET requestto 10.1.224.11 161

ifDescr.189 Ylan11a1
Sent GET requestto 10.1.224.11 161

ifDescr.190 Wlan1121

Sent GET requestto 10.1.224.11 161

Mo data available in this sub-tree «

T mimd T e i 44— AN A A Ad AT

----- % ipistatsins. CHZHOAINCSO1# show ipvée traffic interface vlan 1191
----- % iplistatsing \v1an1191 IPv6e statistics:

Rcvd: 697001 total, 696216 local destination

source-routed, @ truncated

format errors, © hop count exceeded

bad header, © unknown option, © bad source
unknown protocol, © not a router
fragments, © total reassembled

reassembly timeouts, © reassembly failures

OO OO0

Sent: 686010 generated, 0 forwarded

@ fragmented into © fragments, @ failed
@ encapsulation failed, 539 no route, © too big
@ RPF drops, © RPF suppressed drops

Mcast: 573801 received, 558194 sent

F

Eal (%)

e P A Y = P AT Ay PP B A P AP

1

"The IF wersion of this row."™

-
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Umsetzung

Munin — Erfahrungen — SSG-140 & IPv6-MIB

=& IPVE-MIE

y , ifDescr.26 tunnel 4
=] k-2 "
y ifDescr.27 tunnel. 11
=3 ipvEMIB i
=29 ipvEMIBObjects ifDescr.28 tunnel.12
----- = ipvEF oreearding ilDescr.29 loopback.2
----- ™ ipvBDefaultHopLimit Sent GET requestto 10.1.228.11 : 161
----- T ipvBInterfaces .
ifDescr.h AR LAN
----- . ipvBlTableLastChanoge . -
@...E ipvElTable Sent GET requestto 10.1.228.11 161
EIE ipvEIfStatsTable ifDescr.18 ethernetdrd. 1
=B i%FEWSTEtSEmW Sent GET requestto 10.1.228.11 : 161
----- ST ncte .
ifDescr.h AR LAN
----- e ipvhlfStatsIinReceives . -
..... S ipvBIfStatsinHdrErrors Sent GET requestto 10.1.228.11 161
----- S ipvBIfStatsinTooBigErrars ifDescr.17 ethernetl/s.1
""" e ?WmeTETSMNDHDUTES Sent GET requestto 10.1.228.11 : 161
""" . IpvEITStatsinAddrErrors ipvbifStatsinReceives.5 1041184

----- T ipvBIfStatsinUinknownFrotos
----- T ipvBIfStatsinTruncatedP ks
----- T ipvBItStatsinDiscards
----- S ipvEltstatsinDelivers
----- B invEIfStats OutF orwDatagrams
----- T ipvBIfStatsOutRequests
----- T ipvBIfStatsoutDiscards
----- B ipvBIfStatsOutF ragCks
----- T ipvBItStatsOutFragF ails
----- T ipvBIfStatsOutFragCreates
----- T ipvBIfStatsReasmBeqgds
----- T ipvBIfStatsReasmOks
----- T ipvBIfStatsReasmFails
----- T ipvBItStatsinmcastP ks
- (pvBIfStats OuteastPkis
- ipvBAddrPrefixTable

Sent GET requestto 10.1.228.11 161

Feguest Failed: Get Response PDU received from 10.1.228.11 Error Indication in response: There is no
such instance in this MIB. Ohject ID: 1.3.61.2.1.551.61.1.17 MULLOBJ: MULL

Sent GET requestto 10.1.228.11 161
ipilfStatsOutForwDatagrams.s 1]
Sent GET requestto 10.1.228.11 161 ‘

Feguest Failed: Get Response PDU received from 10.1.228.11 Error Indication in response: There is no
such instance in this MIB. Ohject ID: 1.3.61.2.1.551.61.1017 MULLOB: MULL

Sent GET requestto 10.1.228.11 1161 (=
ipilfStatsOutForwDatagrams. 1 1] -

Descripkion | Pellkib ar

Syntax

Status rnandatory

Caunter
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Munin — Erfahrungen — Ubuntu 12.04

e Abfrage moglich mit
— IP-MIB
— |Pv6-MIB

e /proc/net

— snmp: IPv4-Zahler System

— sSnNMpG6: IPv6-Zahler System

— dev_snmp6/
= ethO Interface-spezifische Zahler IPv6
= Ethl Interface-spezifische Zahler IPv6

e |Interface-spezifische Zahler werden bei einem SNMP Walk nicht
aufgefihrt, nur die System-Zahler
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Umsetzung

Cacti (Work in Progress)

e Graphische Darstellung von (Netzwerk-)Messwerten

e Sehr ausgereiftes GUI

e SNMPv3-Unterstltzung

R

console

Graphs -> Tree Mads

Qraphs

settings |

weathermap’ \
Logged in 2= admin (Logeut)

i CHBEO1

CHES01
El cHzHo1

Host: CHZHO1NCS01

ilHost: CHZHO1NCS02)

[+] From: 2013-11-19 1710 | mgTe: 201311201710 a4 1Day |=|®

Presets: | Last Day

Search:

Graphs per Page: | 10 |Z|11|||mbnails: El

Showing All Graphs

Tree:CHZHO1-> Host:CHZHO1NC502

CHZHOLINCSOZ - Gil/3 - Trunk Link to CHZHOINASOL a,

B8 M @
- .
5 som -
o
hoaom (2]
G
a
n 20 M
E|
a 18 M i

°" | .

Tue 18:80 Wed 08: 00 Wed 06: 00 Wed 12: 00
From 2013/11/19 17:10:39 To 2013/11/20 17:10:39
B Inbound Current: 19.97 k Average: 356.08 k Maximum: 64.54 M
M Outbound Current: 202.96 k Average: 351.09 k Maximum: 15.24 M
CHZHOLINCSO2 - Gil/4 - Trunk Link to CHZHO1MASGZ Q,

20N .
2 %
o
& 15M (%]
C
¥ 18M
"
Ho05M
o

00 tmammil oo lals bl

’ Tue 18:00 Wed 0@: 80 Wed 06: 80 Wed 12: 80

From 2013711719 17:10:39 To 2013/11/20 17:10:39
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Umsetzung

Cacti — Erfahrungen

e Unterstltzt SNMP-Abfragen Uber IPv6

e Eingabe des Hostnamens mit Prafix udp6:

—

'__‘_‘--..\ o _‘—--...‘\
console graphs weathermap

Conscle -> Devices -> (Edit) Logogd

CHZHO1NCSO01 (udp6:CHZHO1NCS01)

CEDEERE SNMP Information *Create Graphs for

System:0e-IPBAIERS-M), Versiom 15.2(1}E, BELEARA3E 30CIWARE (fcd) Technical s -

G b M £ Jupport: http://www.cisco.com/techsupport Copyright [(c} 13B86-2012 by Data SO!.II'CE LISt
r=pn Man=sgemean Ci=co 3ystems, Inc. Compiled Tue 27-Rug-13 14:54 by prod *Graph List

Graph Trees Uptime: 148€18357 (17 day=s, ¢ hours, 4% minutes]

Hostname: CHEZHOINC301 . awkgroup.com

Location: CHZHOL1
Devices Contact:

SEELIE RS Devices [edit: CHZHO1NCS01]
Lo General Host Options

Ciata Sources

|

Ciata Queries

Description
Data Input Methods Give this host a meaningful description. |C'_|ZHU‘”\ICS[:11 |
Templates Hostnamea - i
Graph Templates Fully gualified hostname or IF address for this device. |UdpE'CHZHU1NCSU1 | |
Heost Templates Host Template :
Choose the Host Template to use to define the default Graph Templates | Cisco Router IEI
Data Templates and Data Queries associated with this Host.
Import/Export Number of Collection Threads
Import Templates The number of concurrent threads to use for polling this device. This | 1 Thread (default) IZ|

applies to the Spine poller only.
Export Templates e = B L

S Disable Host .
Configuration Check this box to disable all checks for this host. ] pisale Host
Settings Availability f Reachability Options
Flugin Management Downed Device Detection
The method Cacti will use to determine if a host is available for polling. |SN|"|.|"|F' UptirrlE IZI

o NOTE: It is recommended that, at a minimum, SNMP always be selected.
System Utilities

Ping Timeout Value

llzar Manzaamant lamn ]
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Umsetzung

phplPAM

AWK - 1P AWK - IPvE IPv4 - 3rd Party IPv6 - 3rd Party

Available subnets 4 Subnet details
w 2001:1702:6::/48 Subnet details 2001:1702:6:1000::152 (52)
y 2001-1702:6:-/52 Hierarchy =~ AWK - IPv6 / Provided by SR SID6771 (2001:1702:6::/48) / CHZH01 (2001:1702:6:1000::/52)

. Subnet description CHZHO1
& 2001:1702:6:1000::/52 Permission Read / Write / Admin

» 2001:1702:6:1000::/56 VLAN /
& 2001:1702:6:1100::/56 Actions
& 2001:1702:6:1110::/60
» 2001:1702:6:1111::/64

S E O

S 2001:1702:6:1120::/60
» 2001:1702:6:1121::/64

& 2001:1702:6:1130::/60 CHZHO1 (2001:1702:6:1000::/52) has 6 directly nested subnets:
> 2001:1702:6:1131::/64

& 2001:1702:6:1140::/60

VLAN Subnet description Subnet
» 2001:1702:6:1141::/64

& 2001:1702:6:1190::/60 Transit 2001:1702:6:1000::/56

% 2001:1702:6:1191::/64 Management 2001:1702:6:1100::/56

3 2001:1702:6:1200::/56 LAN 2001:1702:6:1200::/56
S 2001:1702:6:1300:-/56 WLAN 2001:1702:6:1300::/56
& 2001:1702:6:1310::/60 DMZ 2001:1702:6:1400::/56

P 2001:1702:6:1311::/64 WAN 2001:1702:6:1500::/56

» 2001:1702:6:1400::/56
» 2001:1702:6:1500::/56
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Demo

e Rancid

e Icinga

e Munin

e phplPAM
e Cacti

e plink
— ssh chzhOl1lnapO0l
— ssh -4 chzhOl1lnap01
— CHZHO1NCSO01: shutdown vian 1191
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Demo

Traffic-Tunneling
e plink (Teil der Putty-Tools): Tunneln von (Binar)-Daten:

>

plink.exe -ssh -pw <Passwort> <username>@<Server-IP/FQDN> "tcpdump -ni
ethl-s0-U—-w-"|"C:\Program Files\Wireshark\Wireshark.exe" -k -i —

tcpdump wird auf entferntem Server gestartet, raw-Output tber den SSH-Tunnel
zum lokalen Desktop transportiert und hier in Wireshark angezeigt

IVOUUU

LOQOOOLOLOLOY

QOUOQVUVQLOJY
vvvvvvvv )

uuuuuu
(AL CACACA S

COOLOOOOU

Ord) (O OXOX ) \
OLO] O O/ O ) COOELLULEEEEEEEEEEELEY
VOYUYY LUULULULLLLLLLLUULLULULUUUU
Srorsrersts. . T OO LULLULOLLLLLLOULUOLULUOUOLUOUU
OLOIOLOIO[SLIO] O] O] OIOLOIOLOIOLOLOICIOIOICICI OIS SIS S CL eI
VOOQOUOUEEEBO QO OO LULLLLLLLLLUOLLLLU
uuuuuuuuUuuuduquuuuuuuvwvwwwvvvq
\

SIOISIOIOIOISISIOIOIOISIOIOIR| D E S | G N SYOIOIOYOIOIOXOIOYeXe.
SIO[SIOISIOIOICIOXOLOROROROROLOY O ST OF O O O SXOXOYOXSYSYOXSYOX S,
LLOLLLLLLU

O

!

LOLOLLOLLLLOL
€

SLOLOIOL OISO IO O RO RO RO A AL SLOLOLOLOLO |
/G GQQARQQQLOLLVLVOLLLQE
OO O O Ol O O O OXSXSYCLOL OO O G O ©)

PCCCOCOLOOLVOVOOOOLOLE (©)
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Zusammenfassung und Ausblick




Zusammenfassung

Vorgestellte Anwendungen

e Positiv
e Negativ -~ Munin
~ Verfugbare
Informationen
— OIDs/ MiIBs

— Hersteller-Support

e Zusammengefasst

— Datentransport, Datenverarbeitung und Datenhaltung J
— Bereitstellung IPv6-relevanter Information der Datenquellen x
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Ausblick

e Aktivitaten 2014
— Neue Firewalls
— Security-Features aktivieren
— |Pv6 fur Mail-Gateways (lronPort)
— Dokumentationen aktualisieren

e Knacknuss IPv6-Adressen
— Pl vs. PA

= Beibehalten des PA-Bereichs
= Antrag fur PI-Bereich

— /48 gross genug?
= Eigentlich schon

» Routing Aussenstandorte?

» Je spater hier eine Entscheidung getroffen wird, desto aufwendiger
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THE END

Vergebens, dass ihr ringsum wissenschatftlich schweift,
Ein jeder lernt nur, was er lernen kann,

Doch der den Augenblick ergreift,

Das ist der recht Mann.

(Goethe, Faust 1, 2038f)
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HW / SW der Netzwerkelemente

Hersteller

Cisco AP1142N-E-K9 |0S 12.4(21a)JAl Access-Point
I0S 15.2(4)JA1

Cisco C2960S-48TS-S (lanlite) 10S 12.2(55)SES5 Layer2-Switch
I0S 15.0(2)SE

Cisco C2960-8TC-S |0S 12.2(55)SE5 Layer2-Switch

Cisco C3560G-24TS IOS 15.0(2)SE2 Layer2-Switch

Cisco C2960-24TT-L |OS 15.0(2)SE2 Layer2-Switch

Cisco C4506-E (Sup 6L-E) 10S 15.2(1)E Layer3-Switch

Juniper SSG-140 Screen0S 6.3.0r8.0 Firewall

Juniper SRX210HE Junos 11.2R4.3 Firewall

Junos 12.1R6.5
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Online Demo-Versionen der vorgestellten Tools

e Icinga
— http://web.demo.icinga.org/icinga-web/

— http://classic.demo.icinga.org/icinga/

e Munin

— http://demo.munin-monitoring.org/munin-monitoring.org/demo.munin-
monitoring.org/index.html

e phplPAM
— http://demo.phpipam.net/login/
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http://web.demo.icinga.org/icinga-web/
http://web.demo.icinga.org/icinga-web/
http://classic.demo.icinga.org/icinga/
http://classic.demo.icinga.org/icinga/
http://demo.munin-monitoring.org/munin-monitoring.org/demo.munin-monitoring.org/index.html
http://demo.munin-monitoring.org/munin-monitoring.org/demo.munin-monitoring.org/index.html
http://demo.munin-monitoring.org/munin-monitoring.org/demo.munin-monitoring.org/index.html
http://demo.munin-monitoring.org/munin-monitoring.org/demo.munin-monitoring.org/index.html
http://demo.munin-monitoring.org/munin-monitoring.org/demo.munin-monitoring.org/index.html
http://demo.munin-monitoring.org/munin-monitoring.org/demo.munin-monitoring.org/index.html
http://demo.munin-monitoring.org/munin-monitoring.org/demo.munin-monitoring.org/index.html
http://demo.munin-monitoring.org/munin-monitoring.org/demo.munin-monitoring.org/index.html
http://demo.phpipam.net/login/
http://demo.phpipam.net/login/

Recommended Reading

e Understanding IPv6, Second Edition
— |ISBN-13: 978-0735624467

e |Pv6 Essentials
— [|SBN-13: 978-0596100582

e |Pv6 Security
— |ISBN-13: 978-1587055942

e |Pv6. Grundlagen - Funktionalitat - Integration
— |ISBN-13: 978-3952294222

e |Pv6 for Enterprise Networks
— |ISBN-13: 978-1587142277

Planning
for IPvO

e Planning for IPv6
— ISBN-13: 978-1449305390
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Recommended Reading

.........
(((((

e |Pv6 Fundamentals
— |ISBN-13: 978-1-58714-313-7

e Junos Security
— |ISBN-13: 978-1-449-38171-4

e ScreenOS Cookbook
— [|SBN-13: 978-0-596-51003-9

e Munin: Graphisches Netzwerk- und System-
Monitoring

— [ISBN-13: 978-3-937-51448-2

e Essential SNMP — 2nd Edition
— |SBN-13: 978-0-596-00840-6
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